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For whom: first job seekers 

After this session you will:
• Better understand daily QA activities
• Improve your resume with new skills
• Be able to present this knowledge on interview
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About my self
Finished Portnov Online 2017 and worked as QA:

Broadway shows  - small digital agency 

Arteric - small digital agency 

Pearson – big education company

New England Bank – medium bank

All jobs was manual.

I am enjoying with my job and salary ☺
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Glossary
How to keep your knowledge?

 

OneNote, Excel, Trello
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Bug tracker sheet
Quick verification text content match to requirements?

 

Bug Tracker Template:
https://docs.google.com/spreadsheets/d/1RTCJZSEjrbXbKGabKkhuPwOt-ALSoDKjUi25DONcZPM/edit#gi

d=269511306 

https://docs.google.com/spreadsheets/d/1RTCJZSEjrbXbKGabKkhuPwOt-ALSoDKjUi25DONcZPM/edit#gid=269511306
https://docs.google.com/spreadsheets/d/1RTCJZSEjrbXbKGabKkhuPwOt-ALSoDKjUi25DONcZPM/edit#gid=269511306
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Screenshots
Windows: Shift+Win+S      |      MacOS: Shift+Cmd+4 

• Quick Annotations
• Video recording
• Saved in cloud 
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Font checker
How to quick check font parameters 

 

Font Finder:
 https://chrome.google.com/webstore/detail/font-finder/pkiokiaeahklmefmfpnnofmgfafajpdl?hl=en-US 

https://chrome.google.com/webstore/detail/font-finder/pkiokiaeahklmefmfpnnofmgfafajpdl?hl=en-US
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Text comparison
Quick verification text content match to requirements?

 

http://cto.num2word.ru/ 

http://cto.num2word.ru/
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BrokenLinkCheck
Scan whole web site for broken links

 

• Check My Links: 
https://chrome.google.com/webstore/detail/check-my-links/ojkcdipcgfaekbeaelaapakgnjflfglf?hl=en-
US 

• https://www.brokenlinkcheck.com/ 
• https://linktiger.com/ 

https://chrome.google.com/webstore/detail/check-my-links/ojkcdipcgfaekbeaelaapakgnjflfglf?hl=en-US
https://chrome.google.com/webstore/detail/check-my-links/ojkcdipcgfaekbeaelaapakgnjflfglf?hl=en-US
https://www.brokenlinkcheck.com/
https://linktiger.com/
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PageSpeed Insights
Quick performance test for web application

 

https://pagespeed.web.dev/ 

https://pagespeed.web.dev/
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Cross browser testing

How to test web application in different browser versions?
For example you need test website in Chrome v96 and Chrome v95

 

Worst way: install and uninstall needed browser version every time.
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Virtual machines
Virtual machines allow you to run an operating system in an app window

 on your desktop that behaves like a full, separate computer.

 

Better way for cross browsing: install different browser versions in different virtual machines.
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BrowserStack
Cloud cross browser testing for desktop and mobile
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Litmus
Cross platform testing for emails
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BREAK 10 MINS

Ask your questions about passed topics in chat or grab a coffee.
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Penetration Testing
How to hack web app with SQL injection

Safety engineer = try defense based on prediction за penetration
  Penetration tester = legal hacker, verify is protection good enough 

SQL injection might get access to whole data of database or even destroy it. 
SQL injection is one of the most common web hacking techniques.

  Browser   <->   API   <->   Logic   <->   SQL query   <->   Database 
                                                                                                                  FILTER

Not allowed:  ]   }  ‘  “  --  #  >  ?   /*   //
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Penetration Testing
Example Step-1

Browser Logic Server create  SQL query
Iron Man SELECT `title`, `release`, `character`, `genre`, `imdb` 

FROM `movies` 
WHERE title = `Iron Man`
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Penetration Testing
Example Step-2

Browser Logic Server create  SQL query

Iron Man` SELECT `title`, `release`, `character`, `genre`, `imdb` 
FROM `movies` 
WHERE title = `Iron Man``
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Penetration Testing
Example Step-3

Browser Logic Server create  SQL query

Iron Man” SELECT `title`, `release`, `character`, `genre`, `imdb` 
FROM `movies` 
WHERE title = `Iron Man” `
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Penetration Testing
Example Step-4

Browser Logic Server create  SQL query

Iron Man` OR 1=1--  SELECT `title`, `release`, `character`, `genre`, `imdb` 
FROM `movies` 
WHERE title = `Iron Man`  OR 1=1-- `
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Penetration Testing
SQL injection - most common hacker attack:
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Penetration Testing
Cross-Site Scripting (XSS) attacks are a type of injection, in which malicious scripts are injected into 

otherwise benign and trusted websites.
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Penetration Testing
http://xss-game.appspot.com/ 

Template of Payload: <script>alert(123)</script>

XSS vulnerabilities have been present in around 50% of websites!

http://xss-game.appspot.com/


 Tips For Testing with Daniil Sboev  https://www.linkedin.com/in/dsboev/ Portnov 
Computer School

Penetration Testing
We are not penetration testers, but we can do simple tests.

For most testers keyword such as:
• Penetration testing
• SQL injection
• XSS protection
• Payload
• Even SAFETY

                                        - its black box ;)

Pen testing – good for hobby, bug bounty – nice bonuses.

Never use penetration testing without permission, this is a criminal!



 Tips For Testing with Daniil Sboev  https://www.linkedin.com/in/dsboev/ Portnov 
Computer School

Localization Testing
Change IP with VPN for testing from different location.
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Clean cache
Most common problem when when bug fixed, but we still reproduce it!
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Questions 
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Summary 

Topic Purposes 
Glossary How to keep your knowledge 

Bug tracker template Easy and quick bug tracking template with Google Sheets

Cloud screenshots How take a screenshot and benefits from cloud storage

Font Checker How to quick check font parameters 

Text comparison Quick verification text content match to requirements 

BrokenLinkCheck Scan whole web site for broken links

PageSpeed Insights Quick performance test for web application

VirtualBox Cross browser testing with virtual machines 

BrowserStack Cloud cross browser testing

Litmus Cross platform testing for emails

Penetration Testing How to hack web app with SQL and XSS injection 

Proxy and VPN How change IP for localization testing

Clean browser cache When bug fixed, but we still reproduce it
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Wishes 

 
New job – not just salary or career. It’s your happiness.

Don’t stop – go to your Dream!


